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T6. Course Specification (CS) _uiall ciua s

Institution A 5all Najran University Date Ul 4/8/1438 h

College/Department ol /AJ<) Community College / Computer Department

A. Course Identification and General Information:4is dale cilagira g ol ol 5 Rally iy o)

1. Course title and code (I, )l 3e )54 0 Information Security 211 CIS-3

2. Credit hours sadizall ileludl 2c 1 2 hours
3. Program(s) in which the course is offered
(If general elective available in many programs indicate this rather than list programs)
) Al il Lgiaa a3y 3 gl ) eals )
(o) ) o Al dlae) e Yoy Gl (i omal b dple (g i) ) jReS ady i) (IS 1)
. Information System
4. Name of faculty member responsible for the course (a2l e Jssmall (upxill Aa gime ausl

Mr . Mirza Anwarullah Baig

5. Level/year at which this course is offered /3 el e oty ) 5l 5 s 5wl ; Level 4
6. Pre-requisites for this course (if any) (s of)_sall 13gd ddull wldlidl : 201 CIS-3

7. Co-requisites for this course (if any) (s ) Josall 3¢l Laliaall cilillaial

none

8. Location if not on main campus 4asall Gasi 1 J8all Jaks K &l o) 8all apai a8 ga

none

9. Mode of Instruction (mark all that apply) (Gsai L JS (e dadle guz) Gyl o

a. Traditional classroom (sl ul 2l Juaill| ) What percentage % siall 2l 2 | 100%

b. Blended (traditional and online) What percentage 4 siall dauill ?

(i)Y e + el ) madall aalall

C. e-learning s S alaill What percentage 4 siall dpuill ?

d. Correspondence (2 oe) Al jally aslarll What percentage 4 siall 4puill ?

f. Other sal Gk What percentage 4 siall dsil) ?
Comments (a3
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B. Objectives <ilwnY

1. What is the main purpose for this course __ia) 13 (s bl Coagll s Lo 9

Identify various threats to information & information systems and how to protect them from these
threats.
2. Briefly describe any plans for developing and improving the course that are being implemented. (e.g.
increased use of IT or web based reference material, changes in content as a result of new research in
the field)
(i i) aal ye ol e glaall Al 3y Sl aladia¥) i) | el ol Rl Gaead  odail Wl o abd A el Caa
(ol Jle 8 5anl) s S A S (5 sinall 3 sl
- Using new technology method for identifying threats as projects for students.
- Use of web based reference materials
C. Course Description (Note: General description in the form used in the Bulletin or handbook
should be attached).(J=a s &y il 3 i) B jediy LaS ale Cinag (31 ) (A s ABaadla) (ol pal) ) Rl Cinaa g

Course Description Ul ciay ;

This course consists of Introduction to Information Security, Need for Security, Risk
Management, Planning for Security, Security Technology: Firewalls, Intrusion Detection and
Prevention Systems, Cryptography, Implementing Information Security, Student study the
optimum protections strategies from harmful software from the internet and the protection
techniques. Finally, complete computer security for optimum security levels

1. Topics to be Covered il iy Sl Cile ga sall
No. of
. . . s s Contact Hours
List of Topics<le s sall 48 ;’t’ge‘lil Caoll Aladl) e L)
Introduction to Information Security: Introduction, What Is
Security, Components of an Information System, The Security 2 4
Systems Development Life Cycle.
The Need for Security: Introduction, Threats, Attacks. 1 2
Risk Management: Introduction, Risk Identification, Risk ’ 4
Assessment, Risk Control Strategies.
First Mid Term Exam. 1 1
Planning for Security: Introduction, Information Security ’ 4
Planning, Information Security Policy, Standards.
Security Technology: Introduction, Firewalls, Intrusion Detection ) 4
and Prevention Systems.
Cryptography: Introduction, Cryptographic Tools, Examples. 2 4
Second Mid Term Exam 1
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Implementing Information Security: Introduction, Information
Security Project Management. 2 4
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2.Course components (total contact hours and credits per semester):
(ol Qo JS) 3aimall s 1) Aladll e Ll axe Meal) el el S

Lecture ztonal Lab:sjé?:)‘y or Practical Other: Total
b).-'al.;d\ 5 ﬁmy‘ ji | ‘é_iyu\ d);\ GJLAAY\
Contact 30 - - - - 30
Hours
Lladl) e L)
Credit 2 - - - _ D)
Baaliaall Chlas gl

3-Additional private study/learning hours expected for students per week
Lo pand LRIy und sial) Al lell e Lo/ Al o)l e L 2

4. Course Learning Outcomes in NQF Domains of Learning and Alignment with Assessment Methods

and Teaching Strategy. )
Lo bl i) g i) Callal ae L8l 5 0l all il gl eV aledll co¥laad Ty ) jaall alad il j3a

On the table below are the five NQF Learning Domains, numbered in the left column.
o) 3 el 8 A pe aleill Clae uad 2 gy olial e sall Jgaall b

First, insert the suitable and measurable course learning outcomes required in the appropriate learning
domains (see suggestions below the table)

(oLl Jsaadl 8 il el jlail) casbiall aleill Jlae ale) Gl ALEN ) jiall aled e j3e aoda 55 () oy Yl
Second, insert supporting teaching strategies that fit and align with the assessment methods and intended
learning outcomes.

ddagial alaill il a5 il Culld ae Guaii g S0 A () laasi) jiul Jao) Ll

Third, insert appropriate assessment methods that accurately measure and evaluate the learning outcome.
Each course learning outcomes, assessment method, and teaching strategy ought to reasonably fit and
flow together as an integrated learning and teaching process. (Courses are not required to include learning
outcomes from each domain).
umﬁwajdﬂ\w\)lubuﬁhu}h\j))uu(ﬂuc)uds?M\Cyhm&ﬂ}w#@\@w\eﬂ\#u\ea’mu
Yl e dlae JS (e alad il jae e @) 2l 5535 ) (55 0l (e ) L alail 5 plaill ALalSie dlenS Lpiany pe (3l ()

(o
Code NQF Learning Domains Course Teaching Course Assessment
# And Course Learning Strategies Methods
Jedusa Outcomes ) ) i) psl) sl

bl Y (g alaill ¥y
Al alas clla jia g cbla al
1.0 | Knowledge 48 g4l

1.1 Define major components of | ¢ Lecture e Exams
Information Security. e Assignment

1.2 Memorize the key e Lecture e Exams
Information Security terms. e Individual and e Assignment
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Code NQF Learning Domains Course Teaching Course Assessment
# And Course Learning Strategies Methods
Juadaaa Outcomes ) ) i) Al
(bl ) (38 g alalll e
oohal) alali il i g @A gall
Group Discussion

2.0 | Cognitive Skills 41,9y < jlgal)

2.1 Analyze different kind of e Lecture e Exams
threats. e Brainstorming e Group reports

2.2 Explain Security Systems of e Lecture e [Exams
development Life Cycle. e  Small group work e Assignment

3.0 | Interpersonal Skills & Responsibility 4 siuall g Jasiy cpAY) ga Jaladl) & jlga

3.1 Demonstrate projects and e  Small group work e  Group report
assignments in team work for e  Group Presentation e Exams
designing and implementing e Projects e Case study
system security concepts and
protecting information system

4.0 Communication, Information Technology, Numerical < lgelly cila slrall A8 g Juaty) @ jlga
agaal)

4.1 [lustrate developing student ¢ Individual presentation e  Group reports
critical thinking through e Small group report e Assignments
written and assignment e Observations
exercises on solving problems
for information security.

5.0 | Psychomotor 4 awdill <) jlgal)

5.1 None |

5. Schedule of Assessment Tasks for Students During the Semester

sl Al Jhadl) L AUl LA (e ady A algall e 31 gal)

Assessment task (e.g. essay, test, Quizzes, group project, examination,

. Week Due Proportion of Total
speech, oral presentation, etc.) alini] i "Assessment
e AL elen 5 e 8 yoem il - gl - e 3 Jie) pal) g | © Fﬂ&\” S0 il )
(@)oo s i e Aulad - T
1 | Assignment 4,7, 11 7%
2 | Group report 11 17%

3 | Lab report

No Practical

No practical

4 | First Monthly Exam

18%
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Second Monthly exam 11 18%
5 | Practical exam No practical | No practical
6 | Final exam 15 40%
7 | Total 100%

D. Student Academic Counseling and Support (=Ddall as all 5 asalSY) L&Y

1. Arrangements for availability of faculty and teaching staff for individual student consultations and
academic advice. (include amount of time teaching staff are expected to be available each week)

ADA aal iy o @85y @A gl a8 HSAT) Aallall (oo ) apd SV ol Y g ol L (i) i eliae ] AU laa <y 53

5 hours

E. Learning Resources alill jilas

1. List Required Textbooks 4 slaall 3 jiall i) 443

Michael E. Whitman, Ph.D., CISM, CISSP, Herbert J. Mattord, CISM, CISSP
Title: Principles of Information Security

Publisher : Course Technology, Cengage Learning Publication Date: 2012
ISBN-13: 978-1-111-13821-9 ISBN-10: 1-111-13821-4 | Edition: 4™

2. List Essential References Materials (Journals, Reports, etc.)

(o 5— o)l 5 Apalall iy ) sall ) Alsl) aal o) dails
None
3. List Electronic Materials Web Sites, Facebook, Twitter, etc.

CJ\ gl Eprpg o yiy) Cj‘}‘ J‘ﬂ.\})ﬁﬂ‘}(\ JJL.A.AJ\ FAIL
http://Ims.nu.edu.sa/webapps/portal/frameset.jsp?tab_tab_group id= 2 1&url=%2Fwebapps%2Fb
lackboard%2Fexecute
4. Other learning material such as computer-based programs/CD, professional standards or regulations and

software.
el 5 dpaasill ) sl ol digall yulaall 5 cdaanall Ul shansl /YT audall e sasizall gl sl Jie 5 AT daglad o 50
None

F. Facilities Required 4a 33U (3 sall
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Indicate requirements for the course including size of classrooms and laboratories (i.e. number of seats in

classrooms and laboratories, extent of computer access etc.)

e 5 ol yidall g Al jall J geadl) Jabs 2eliall aae :(gh) Gl junall g A jall J gmd aaa @lld 8 Loy ol Al ) tall il daa
(G 55 glaall V) Gl 3 el

1. Accommodation (Classrooms, laboratories, demonstration rooms/labs, etc.)
((@..oms Al Jdlaa / o jas oyl ol jalad) cileld) Lpegdeill (38 5l

Lecture rooms should be large enough to accommodate the number of registered students

2. Computing resources (AV, data show, Smart Board, software, etc.)
(Sl ull) ya g b gual) ALK gl — g Wl -@M\,a@\sgei)&_gwu\ il yaeail)

Data Show, Smart boards.

3. Other resources (specify, e.g. if specific laboratory equipment is required, list requirements or attach
list) (L 4add 330 o cla S Ama yiide Ol e ) Aalad) ifie Waas) 5,30 jolas,
None

G. Course Evaluation and Improvement Processes 4isad Slles g il jal) 5 Sal) anidly

1. Strategies for Obtaining Student Feedback on Effectiveness of Teaching
Ol Agllad (ya gamiy )y A Sl B30 e J gean]) byl i
Student Evaluation Questioners

2. Other Strategies for Evaluation of Teaching by the Instructor or by the department.
enl) ) Gl i gume 38 (e i) dlee il (5 AT lal il

- The department instructor held a department meeting to discuss the results and course
report by the end of the semester, focusing on the teaching strategies used and the
assessment methods

3. Processes for Improvement of Teaching (sl Gead Sllee

Quality workshops in Deanship of Development and Quality
Attendance some workshops dealing with update teaching strategies.

4. Processes for Verifying Standards of Student Achievement (e.g. check marking by an independent

member teaching staff of a sample of student work, periodic exchange and remarking of tests or a sample

of assignments with staff at another institution)

Jalis eCplinne i A elmed Jd (e llall Jleel g0 e mosaal 38355 1S ) Glhll el Gl sive e @il Gllee
(AT s 3a (g0 (X A elimef 0 e 4 50 Ay Al Jleef e A 5l ) LAY momaad

There is a committee for cross checking and reviewing the student examination marks.
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5. Describe the planning arrangements for periodically reviewing course effectiveness and planning for
improvement Caeaill lapdadill 5 sl jall ) jiall 4ullad (caal 4y ) sall daal jall Lapladill il 55 o

e Bi-annual meetings of faculty members to discuss improvement

e Have a curriculum review committee to review the curriculum periodically and
suggest improvements.

e The course effectiveness will be reviewed periodically according the output of the student
evaluation Questionnaire feedback; the department held a meeting to discuss the students
assessment and the course report.

Name of instructor _Jial) diul aml: Mr . Mirza Anwarullah Baig

Signature &2 s 1 —l_ .

Date Report Completed Al Jlas) & U 4/8/1438 h

Program coordinator g<\dl uis: Dr. Ahmad Khalid
Signature &2 i) /{ » —~  Date received p2iu¥) &2 U:  4/8/1438 h
(i
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