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T6. Course Specification (CS) _iall civa s

Institution 4w sall Date 7-5-2017 Ul
Najran University

College/Department  asll /2,1

Faculty of Art and Science /Computer Science Department

A. Course ldentification and General Information:4is dale cilaglray ol jall 5 Rally iy i)

1. Course title and code /Al Jadl ey anl
Data Communication and Networks Code: 293CS-3
2. Credit hours saciad) cileld) 2
3 hours
3. Program(s) in which the course is offered.
(If general elective available in many programs indicate this rather than list programs)
) Al il gt iy ) peal ) el )
() ol 22 Al 2ac ] (e Yy Gl (i el poiae b ol (5 LA ) jieS Aty jiall (S 13))

Computer Science Program

4. Name of faculty member responsible for the course '_a) Sl e Jgsmall Gl A gac aul
Dr. Makarem Mohammed Bamatraf

5. Level/year at which this course is offered o _ial e asss S 2audl i (5 siall
level 5 (1° semester of the third year)

6. Pre-requisites for this course (if any) (s o)) osall 1] ds Ll culllaiall
201CS-3 (Introduction to computers and Information Technology)

7. Co-requisites for this course (if any) (s of) Dosall 13l Laliasl) clilidll

None

8. Location if not on main campus Zaelall a1 Jaall Jals (K ol () _jall aas 18 ga
Faculty of Science and Arts - Sharourah

9. Mode of Instruction (mark all that apply) (G L JS e dadle o) il Laas

a. Traditional classroom (sl ol dadll| /| What percentage sl dall ? v

b. Blended (traditional and online) What percentage 4 siell 4ol ?
(i) e + il ) prasall aladl)

C. e-learning (s Sy alaill What percentage . sl auall ?

d. Correspondence (s o) Al jally alal) What percentage 4 sl sl ?

f. Other s_algk What percentage & siall asaill ?
Comments Gl
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B. Objectives —ilwy

7

1. What is the main purpose for this course _Jid) 138 (e ol Cargll 8 L ?
By the end of this course student should be able to:
a) Memorize the rules and the theoretical basis associated with data transmission and Computer
Networks.
b) Designing computer networks of various technologies, hardware and software.
c) Define a solution for social issues associated with computer networks.

2. Briefly describe any plans for developing and improving the course that are being implemented. (e.g.

increased use of IT or web based reference material, changes in content as a result of new research in

the field) ‘ )

(i Y an) yo b e glaal) Al o) el aladil¥) Jie) | ol oAl ) jaall Gaenty ol Lk o dadad A Sl Caa
(Al A e 8 3apaad) e DU A i€ (6 ginall (8 ol sl

C. Course Description (Note: General description in the form used in the Bulletin or handbook
should be attached).(daall s Ak jail) 5 ,ddll & sediy LaS ale Ciuay (318 ) (s aliadla) (puad Jal) ) Aall iy

Course Description Al ciagy

Internet description (routers, switches, links, edge routers, ISPs, servers, hosts), services, and
physical media. Circuit Switching, Packet-Switched Networks : Delay, Loss, and Throughput,
Protocol Layers and Their Service Models (OSI and TCP/IP), host addressing (overview of
Port, IP, and MAC). Data Communications overview. Network Criteria. Categories of
Networks. Analog and Digital Signals. Transmission Impairments. Guided and Unguided
Transmission Media. Circuit Switching, Packet-Switched Networks : Delay, Loss, and
Throughput. Service Models (OSI and TCP/IP). Application Layer: Web and HTTP , File
Transfer Protocol, Electronic Mail , DNS, Socket Programming. Transport Layer: Multiplexing
and De-multiplexing , Connectionless Transport: UDP , Connection-Oriented Transport: TCP ,
TCP Congestion Control. Network Layer: The Internet Protocol (IP): Forwarding and
Addressing in Internet. Routing protocols: Flooding, Shortest path, and link state routing.
Broadcast and Multicast Routing , Congestion and QoS. Link Layer: Error-Detection and -
Correction Techniques, Multiple Access Links and Protocols, Switched Local Area Networks.

. Topics to be Covered Wik i Sl Cle g sal :

List of Topicseils s sall 4ailé
st of Topicsis g gal Weeks

No. of

Contact
Hours
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Computer Networks and Internet:

Internet Description (routers, switches, links, edge routers, ISPs, servers, and hosts),

services, protocols, and Access networks and Physical Media.
Circuit Switching

Packet-Switched Networks : Delay, Loss, and Throughput
Protocol Layers and Their Service Models (OSI and TCP/IP)
host addressing (overview of Port, IP, and MAC)

Data Communications:

Components, Data Representation, Data Flow

Network Criteria: Physical Structures, Categories of Networks

Analog and Digital Signals: Periodic and Non-periodic Signals

Periodic Analog Signals: Sine Wave, Time And Frequency Domains, Composite
Signals, Bandwidth.

Digital Signals: Bit Rate, Digital Signal as Composite Analog Signal
Transmission Impairments: Attenuation, Distortion, Noise

Transmission Media: Guided and Unguided Media.

Application Layer

Principles of Network Applications

Meaning of Sockets (IP number + Port Number)
The Web and HTTP

File Transfer Protocol: FTP

Electronic Mail in the Internet

DNS—The Internet’s Directory Service
Peer-to-Peer Applications

Overview of Socket Programming

Transport Layer

Introduction and Transport-Layer Services
Multiplexing and De-multiplexing
Connectionless Transport: UDP

Principles of Reliable Data Transfer
Connection-Oriented Transport: TCP
Principles of Congestion Control

TCP Congestion Control

Network Layer

Introduction

What’s Inside a Router?

The Internet Protocol (IP): Forwarding and Addressing in the Internet
Routing Algorithms: Flooding, Shortest path, and link state routing protocols
Broadcast and Multicast Routing

Congestion and QoS
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Link Layer
Introduction to the Link Layer
Error-Detection and -Correction Techniques

Multiple Access Links and Protocols 3 6
Switched Local Area Networks
Link Virtualization: A Network as a Link Layer
Retrospective: A Day in the Life of a Web Page Request
1. Topics to be Covered in Lab
. i No. of Contact
List of Topics Weeks Hours
1) UTP cable crimping
a. Crossover 5
b. Straight forward 4
c. Showing their usage (PC to PC, PC to Switch, ...)
2) Overview of Cisco Packet Tracer
Windows workgroup and File sharing and permissions
1) Shared folders
2) Creating different workgroups in LAN network. 2 4
3) Creating passwords for windows users to access devices.
4) File and Folder Access privileges.
Socket Programming and DNS Command
1) Socket programming: TCP and UDP Client-server program 3 6
2) DNS Lookup command (Gets the IP number of a web site name)
Mid Term Test 1 2
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Zo)

IP and connectivity commands:
1) Setting host IP number using Windows operating system:
a. Dynamic using DHCP.
b. Manual using network center in windows.
c. Using APIPA.
2) Using ipconfig command to check the IP of devices. Some options are
covered such as: /release, /all, and /renew
3) Using tracert command to show how many routers are there between sender
and receiver.
4) Using ping command to check the connectivity between your PC and another
network device.

Connectivity and Routing Using Cisco Packet Tracer
1) Creating different network designs.
2) Doing necessary configurations to ensure connectivity between used
devises (PCs, Switches, and Routers)

Data Link Layer DOS Command
Using ARP command to determine the MAC number of devices and displays
MAC table of a host.

12

Final Practical Exam

2.Course components (total contact hours and credits per semester):

(o3 Jead JST aaiaall ilas sl 5 Aaladll e bl ae Maal) ) tall il 5Sa

Lecture Z.Ld:i:ﬂ Labgt?é?gy or Practical Othe[: Total
PAPOA| s il | (bl A ey
Contact
Hours 30 30 60
ddedl) e L)
Credit
1l Ciaa 30 15 45

3-Additional private study/learning hours expected for students per week : 2 hours
e gl U (e a8 gial) Al aleil) e Ly daalald) 4 )l cile L

and Teaching Strategy.

4. Course Learning Outcomes in NQF Domains of Learning and Alignment with Assessment Methods

ol il i il sl ae Ledlasil s o gl ik gl SUSYL alaill ol T s ) i) alad s jie

On the table below are the five NQF Learning Domains, numbered in the left column.

oY) 3 sl 83 ye aleill Ve (el a5y ol e sall Jsanll 3
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First, insert the suitable and measurable course learning outcomes required in the appropriate learning
domains (see suggestions below the table)

(oLl Jsaall b cila i) laify cauliall alaill Jlae alel (ulll AL ) jall alad il jiie a5 () ang Vgl
Second, insert supporting teaching strategies that fit and align with the assessment methods and intended
learning outcomes.

Aagivual aleill il e g anill bl ae (Gusi 5 dlafi ) Gy 2] i) jind Ja) Ll

Third, insert appropriate assessment methods that accurately measure and evaluate the learning outcome.
Each course learning outcomes, assessment method, and teaching strategy ought to reasonably fit and
flow together as an integrated learning and teaching process. (Courses are not required to include learning
outcomes from each domain).
Gy o) Andl il 5 dansi sl 5 iall alad o jae IS aladil o jace A8y i s (el ) Analial) ) bl e WG
Yl (e Jlae IS (e plad s jae e )l (5535 () 55 0l 0o o) alall 5 alaill ALalSie dlanS Lgiany po (o ()

e
Code NQF Learning Domains Course Teaching Course Assessment
# And Course Learning Outcomes Strategies Methods
Judesa U sall il gl) U (38 g alail) ¥l il clad) i) aitl) Gl
AL alad il A
1.0 | Knowledge 4& sl
1.1 | Memorize the principles of data Lecture Written Exam
communication. Discussion
1.2 | Describe the concepts and knowledge | Lecture Written Exam
of computer network components and | Discussion
protocol layers.
1.3 | Describe the concepts and knowledge | Lecture Written Exam
of computer network applications and | Discussion
transportation techniques.
1.4 | Recognize the concepts and Lecture Written Exam
knowledge of computer networks Discussion
routing and switching.
2.0 | Cognitive Skills %)) <l jgeall
2.1 | Apply experiments in computer Problem Solving Practical Exam
network operations and usage. (Such | Laboratory methods
as cabling, file sharing, and network
programming)
2.2 | Apply experiments in computer Problem Solving Practical Exam
networks design and configuration. Laboratory methods
3.0 Interpersonal Skills & Responsibility 4 siwall g Jaalig cu AY) ga Jalail) &l jlga
3.1
3.2
4.0 Communication, Information Technology, Numerical < igall g cila glaal) 4585 g Jualy) <l lga
dgaml
4.1
4.2
5.0 | Psychomotor 4 awdill ¢ jlgall
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Code NQF Learning Domains

# And Course Learning Outcomes
Jealesa A sall il gl) U (38 g alail) ¥l
A alad Sl A

Course Teaching

Strategies
Gl laat) il

Course Assessment
Methods

axadl) il

5.1
5.2
5. Schedule of Assessment Tasks for Students During the Semester
) Jaadl) oL AU LIDA (e iy ) algall e 31 sl
Assessment task (e.gS.p izs;y, Otf:It,p(rQel;leznztzst,i é;r:o:& |;Jr01ect, examination, Week Due Proportion of Total
A L ol 55 S0 U1 S ) il e | SEA | St
&........ S e e Aolad — - - j
1 .
Mid-term exam 8 15
5 -
Quizzes and Homeworks During the 15
semester
3
Mid-Tem Lab Assignments 10 10
4 . .
Final Lab Assignment 15 10
Final Exam At the end 40
of semester
S During the
Attendance semester 10
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D. Student Academic Counseling and Support (=3uall asall g asal¥) aL& )

1. Arrangements for availability of faculty and teaching staff for individual student consultations and
academic advice. (include amount of time teaching staff are expected to be available each week)

AA ) 5y o a8 gy g2 gl Ha8 KA Adlall (oo 5l ST LS YY) 5 ol HLEIL (i) D eliac] Aall Glaa iy 3
(g 5wl IS (8 i sl 13¢d Gyl A eliac

The teaching staff will be available at the morning and afternoon duration: 8am to 2pm.

E. Learning Resources alsill jilaa

1. List Required Texthooks 4. staall 5 jaall xSl daild ;

e James F. Kurose, Keith W. Ross , “Computer Networking A Top-Down Approach”, 6™ edition,
2013.

e Behrouz A. Forouzan, Data Communications & Networking, 4th Edition, 2007.
o 22010 ¢l o ylS dlae ) M Y] g gulaldl GlSuS BlSlag el y "

2. List Essential References Materials (Journals, Reports, etc.)

(Wt 5 — okl g Agalell iy 5l ) daslis) ) o) dails
None
3. List Electronic Materials Web Sites, Facebook, Twitter, etc.

None
4. Other learning material such as computer-based programs/CD, professional standards or regulations and
software.

i )5 Apadaiil) il s of dyigal) el 5 cdaanal) il shanl/ AV aulall e saciaall zal yd) Jie 5 AT dsaddad ) 50

CISCO Packet Tracer.

F. Facilities Required 4 3u1 (s al)

Indicate requirements for the course including size of classrooms and laboratories (i.e. number of seats in
classrooms and laboratories, extent of computer access etc.)
22e g ¢l iidall g Al jall J gaadll Jaka 2 8al) ae ;gi) <l yidall g Al all J gead ans @lld A Lay ol Al el cilllatia 2o
(. 5 o sllaall V) Canlall 3 5
1) Classroom with at least 30 seats.
2) Computer laboratory with at least 30 seats.
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1. Accommodation (Classrooms, laboratories, demonstration rooms/labs, etc.)
1) Classroom
2) Computer laboratory

2. Computing resources (AV, data show, Smart Board, software, etc.)
(e yall) 59 puall AN B ) gud) — 0 Bl -5y saaall 5 O gacall B jgal) A gulad) <l gl

1) Classroom with data show.
2) Computer laboratory with LAN, CISCO packet Tracer and Windows 7 or above.

3. Other resources (specify, e.g. if specific laboratory equipment is required, list requirements or attach
list) (L il 380 sl cla SO Aima yiide Ol jaead ) dalall ie, Waas) (s Al jalias,
None

G. Course Evaluation and Improvement Processes 4ismad cilulas g (ol jall jkal) asids:

1. Strategies for Obtaining Student Feedback on Effectiveness of Teaching
Distribution of a questionnaire for students to know how to achieve the goals in the theoretical and
practical side.

2. Other Strategies for Evaluation of Teaching by the Instructor or by the department. ‘
el gl G pxll A5 puae 8 (e G i) dplee aniil (5 A bl il
v' Discussions with colleagues who specialize in teaching methods and means of learning.
v’ Self-evaluation of the performance of the teacher.

v’ Discussions with other colleagues who taught this course.

3. Processes for Improvement of Teaching (3l (st llac

v" Diagnose weaknesses and turn them into strengths.
v' Discussions about the decision and methods of teaching
v’ Study the needs of the labor market of college graduates

4. Processes for Verifying Standards of Student Achievement (e.g. check marking by an independent
member teaching staff of a sample of student work, periodic exchange and remarking of tests or a sample
of assignments with staff at another institution)

Jalis eCpliinne (a5 Al sbimel J8 (e Al Juee (0 e monal (3835 e ) Al Jladl il gise (g il Clles
Course file which includes samples of student work during the semester is evaluated by the
internal review committee of by unit of quality in the faculty.
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5. Describe the planning arrangements for periodically reviewing course effectiveness and planning for
improvement Gaesill aasill 5 ol pall ) jaall dlled ol 4, ) sall daal jall Lol s ff Clua

By the end of each semester there is a measurements is conducted to the achievements of
learning outcomes.

Name of instructor _iall 3w au: Dr. Makarem Mohammed Bamatraf

Signature g8 s3); Date Report Completed &) Juas) g li: 7-5-2017

Name of field experience teaching staff Asiasall 3 il x4 slae au:

Program coordinator get_sl 3«ia: Dr. Makarem Bamatraf

Signature g ): Date received adaw¥) & 4 7-5-2017

T6. Course Specification (CS) - Muharram 1437H, October 2015.



