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T6. Course Specification (CS) Jiall civa g

Institution 4w sall Date g )
Najran University
College/Department  ~~all /A< Faculty of Art and Science sharoura /Computer Science Department

A. Course Identification and General Information :4ic dde cilagirag ol jall ) jally Ciy il

1. Course title and code /gl a5 anl
Computer Security Code: 712CS-3 (3-J=712)
2. Credit hours sacizall Clelull 22e 7 (3)
3. Program(s) in which the course is offered.
(If general elective available in many programs indicate this rather than list programs) ‘
) e Al i) g iy el ) gl el )
(el ol o3 Al dae ] (e Yy Gl (i el pusae b ale (5 LA ) jeS Aty jaall (S 13))

Computer Science Program

4. Name of faculty member responsible for the course (! [l e Jsguall (il s guac aul |
Dr. Ahmed abdu alattab

5. Level/year at which this course is offered sl el L asis Sill 4audl i s 5iwall : level 7/ Forth Year
6. Pre-requisites for this course (if any) (as s o)) osall 1l Aslall culllaiall

504 ENG-3 Data communication and networks

7. Co-requisites for this course (if any) (s of) Losall 13 Laliaal) clllidl

Non

8. Location if not on main campus Zaslall (s 1 gl Jaa %5 &1 G _s8all i x8 5a

Main Campus

9. Mode of Instruction (mark all that apply) (ki W IS e ddle ) (i) Jaas

a. Traditional classroom sadéll ol ) Juadllf What percentage 45wl 2wl ? | gog

b. Blended (traditional and online) | v What percentage & sl 4l 7 | 20%

(€Y e+ sulil) ) el sl

C. e-learning (s S aulasll What percentage 4 sall dpudll ?

d. Correspondence (2= ge) Al jally alal) What percentage 4 siall asill ?

f. Other sl gk What percentage & siall dull ?
Comments Gaalaill:
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B. Objectives ilwyl

1. What is the main purpose for this course __iall 138 ¢y bl Cargll 2 Lo ?
1) Understand the secure and protection techniques for information in computer systems and

networks
2) Demonstrate ethical, scientific, and professional responsibility for information security

3) Analyze the security problems and develop proper solutions in information security area.

2. Briefly describe any plans for developing and improving the course that are being implemented. (e.g.

increased use of IT or web based reference material, changes in content as a result of new research in

the field)

¢ yiY) aa ya s e slaall ApE i) pladin¥) Jie) | ol Al el Cpmeny ol Ll o Jadad & Sladl cia
(Al e 8 3anaal) A Aai (5 ginall bl il

C. Course Description (Note: General description in the form used in the Bulletin or handbook
should be attached).(Jsa) of duds il) 3,880 A sl LS ale Ciuag (38 ) Audy sABadL) il Al JAal) Ciiag

Course Description il ciagy :

Course Description:

Overview: Computer Security Concepts, Threats, Attacks, and Assets. Cryptographic Tools: simplified
DES block cipher, RC4 stream cipher, Message Authentication and Hash Functions, Public-Key
Encryption RSA, Digital Signatures. User Authentication: Password-Based, Token-Based, Biometric
Authentication. Access Control: Subjects, Objects, and Access Rights, UNIX File Access Control.
Database Security: Database Access Control, Database Encryption. Malicious Software: Viruses,
Worms, SPAM E-mail, Trojans, System Corruption, Zombie,..., Countermeasures. Firewalls:
Characteristics, Types, Firewall Location and Configurations. Software Security: Handling Program
Input, Writing Safe Program Code, Handling Program Output. Operating System Security.

1. Topics to be Covered idass iy Sl Sle g gall

No. of Contact Hours
List of Topicswile s sall 4aid &V&‘?\je\‘ii Ol Agledl) e Ll
Overview: Computer Security Concepts, Threats, Attacks, and Assets, 15 3
Security Functional Requirements, '
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Cryptographic Tools: Symmetric Encryption, simplified DES block
RC4 stream cipher, Message Authentication and Hash Functions,
Public-Key Encryption RSA, Digital Signatures and Key Managem

ent

cipher,

3.5

User Authentication: Means of Authentication, Password-Based

Authentication, Token-Based Authentication, Biometric Authentication.

1.5

Access Control: Access Control Principles, Subjects, Objects, and
Access Rights, UNIX File Access Control

15

Database Security: The Need for Database Security, Database
Access Control, Database Encryption

1.5

Mid term Examination

0.5

Malicious Software: Types of Malicious Software (Malware),
Viruses,

Worms, SPAM E-mail, Trojans, System Corruption, Zombie,...,
Countermeasures

Firewalls: The Need for Firewalls, Firewall Characteristics, Types o
Firewalls, Firewall Basing, Firewall Location and Configurations

f

15

Software Security: Software Security Issues, Handling Program Inpd
Writing Safe Program Code, Handling Program Output.
Operating System Security: Introduction, System Security Planning.

~—

1.5

T6. Course Specification (CS) - Muharram 1437H, October 2015.



al

Eva
¢

7o)

NAJRAN UNIVERSITY

2.Course components (total contact hours and credits per semester):
(ol Jaad U8 Baainall Clas 5l 5 Apledl] cleludl 2ae  Mlaal) 5 jiall il sSa

Lecture Ed:onal Labgtrﬁé?;y or Practical Othe[: Total
B_palaall ; ,." e | (sl sAl SV
Contact 30 28 58
Hours
Aladl) e L)
Credit 30 14 44
Badizall Chlas gl

3-Additional private study/learning hours expected for students per week
L saal Calldall (e 328 giall ddlial) aledl] cile L/ dualadl Al jall cile s

4. Course Learning Outcomes in NQF Domains of Learning and Alignment with Assessment Methods
and Teaching Strategy. )
Lol a5 anEill Cullud ae Ladlod) 5 i all ik gl) eV alaill c¥laad Gy ) jaall alas cils 3

On the table below are the five NQF Learning Domains, numbered in the left column.
oY) 0 geal) 8 Ay alail] SV lae (ued 2 5 0lial e sall Jsaal)

First, insert the suitable and measurable course learning outcomes required in the appropriate learning
domains (see suggestions below the table)

(obal Jsandl b s yiall i) casliall aleil) Jlae alal (uldll ALEN ) jall alad il jhe auda s () oy W gl
Second, insert supporting teaching strategies that fit and align with the assessment methods and intended
learning outcomes.

Aagisall alaill Cila jiie 5 anEill Callol pe Busti 5 odlati U1 Gyl i) yind Jao) Ll

Third, insert appropriate assessment methods that accurately measure and evaluate the learning outcome.
Each course learning outcomes, assessment method, and teaching strategy ought to reasonably fit and
flow together as an integrated learning and teaching process. (Courses are not required to include learning
outcomes from each domain).
G G Aai) il s Aanl slul g Rall alat s IS alaill g jaie A8y g il N Asulial) anil) Callad e WIS

(b
Code NQF Learning Domains Course Teaching Course Assessment
# And Course Learning Outcomes Strategies Methods
Juadaa A pall il gl UaY) (389 aladl) c¥laa Ol badi) i) asitl) Gl

el alas iy e g

1.0 | Knowledge 48 sl

1.1 Memorize basic knowledge, concepts and | Lecture Achievement test
principles in the area of information Discussion
security

1.2 Define and describe the ethical and Lecture Achievement test
professional responsibilities related to Discussion
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7

Code
#
Seada

NQF Learning Domains
And Course Learning Outcomes
B pall gl Uy (3 g alell) ¥

Al alal Sl A

Course Teaching

Strategies
Gl laans il

Course Assessment
Methods

Al) ol

information security

1.3

1.4

2.0

Cognitive SKills 4uS)_3Y) &l jlgall

2.1

Criticize issues in information security
using creative logical thinking.

Discussion
Practical Lab
Problem Solving

Written test

2.2

Analyze the results obtained
experimentally and develop proper
solutions in the area of information
security.

Discussion
Problem Solving
Practical Lab

Assignment

3.0

Interpersonal Skills & Responsibility 4 siwall g Jasdg cpAY) aa Jalaill <) jlga

3.1

3.2

4.0

Communication, Information Technology, Numerical <) lgalls

Agaml)

e glral) 485 g Jlaty) @ jlga

4.1

Research basic statistical methods and
mathematics in the area of information
security

Discussion
Problem Solving

Achievement test
Assignment

4.2

5.0

Psychomotor 4 jawdill < jlgall

51

5.2

5. Schedule of Assessment Tasks for Students During the Semester
) Jaadl) oL Adlall LINA (e ashy S algall a3l J saal)

Assessment task (e.g. essay, test, Quizzes, group project, examination, Week Due Pronortion of Total
speech, oral presentation, etc.) i i F,)A\ ¢
e Sl elan 5 e -5 e S Ll — L) — Jia LS 1e) il plea | O & pSsesSment
A........ S5 i e Aplad o ot el 0o 5
1 | Midterm examination
8th week 20
2 | Practical midterm test
10th week 10
3 | Alternative methods Evaluation Over the
= Individual and group assignments semester 10
= Short tests (Quizzes)
4 | Attendance and participation Over the 10
semester

T6. Course Specification (CS) - Muharram 1437H, October 2015.




A
% o)
dlpsaéenls

NAJRAN UNIVERSITY

Final Practical examination

15th week 10
5 | Final written examination Semester 40
end
6 100%
7
8
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D. Student Academic Counseling and Support (3uall as all g asals¥) sl )

1. Arrangements for availability of faculty and teaching staff for individual student consultations and
academic advice. (include amount of time teaching staff are expected to be available each week)

ADA 2l g o a8 gy o3 gl Ha8 ST Adlall ga ) oSV ALE GV 5 ol LW (i) A eliac ] Aall Glaa il 53
(g el IS (8 il 13 Gyl A eliac]

E. Learning Resources alsil) jibaa

1. List Required Textbooks 4 sthall 35 j2all (i) 4l ;
William Stallings, Lawrie Brown, 2012, “ COMPUTER SECURITY PRINCIPLES AND PRACTICE”
Second Edition, Pearson Education,

2. List Essential References Materials (Journals, Reports, etc.)
(e 5 — oyl g dgalall iy ) sall ) A1 pa) el daild
M. Goodrich, "Introduction to Computer Security ", Addison Wesley, 1st edition., 2010
Andrew S. Tanenbaum (1987), Computer Networks, Prentice-Hall
D. Gollmann, "Computer Security", John Wiley 2011, 3rd edition

3. List Electronic Materials Web Sites, Facebook, Twitter, etc.
@‘"' ¢ g e gy (il cc yiY! cﬁ\_}n Ay g yKIYI jaliaall 4408

4. Other learning material such as computer-based programs/CD, professional standards or regulations and
software.
e all 5 dpandaiil) 200 W1 5 digad) yulaall 5 cdaerall il sl V1 Canlall e sadinall zal yall Jia (5 a0 Lpaila 3l 50

F. Facilities Required 431 (s yal)

Indicate requirements for the course including size of classrooms and laboratories (i.e. number of seats in

classrooms and laboratories, extent of computer access etc.)

a3e 5 o sl 5 Al Hal) J seadll Jaks aclial) sae :sl) @ sl 5 A all J gead ana @y b Lay ol 5ol ) jiall cilillaia aas
(& s sthaall V) sl 5 5]

1. Accommodation (Classrooms, laboratories, demonstration rooms/labs, etc.)

(... Jalae / s ) i) il pualaall CilelB) dadail) 381 5l
Classrooms for 20-30 students with data show
Laboratories 20-30 students

2. Computing resources (AV, data show, Smart Board, software, etc.)
(e yall) 59 b gaad) KA 5 sanall — 55 LAl 3 ) gl 5 < gaaall 3 jgand) A sudadl il gl
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Classrooms Should include data show and also laboratories

3. Other resources (specify, e.g. if specific laboratory equipment is required, list requirements or attach
list) (L aaild 381 5l cla SO Aigea yiide <l jagad A dalall e, Waas) (s Al jalias,

G. Course Evaluation and Improvement Processes 4dsad cibilas g il Al Sal) ans:

1. Strategies for Obtaining Student Feedback on Effectiveness of Teaching

ol Adlad ym semiy MU (e Rl Ll A3l e ) geand) Gl i)
Distribution of a questionnaire for students to know how to achieve the goals in the theoretical and
practical side.

2. Other Strategies for Evaluation of Teaching by the Instructor or by the department. )
Aol ) G )il B gme J (e 3l Alae a5 HAT Ciliai) il
v" Discussions with colleagues who specialize in teaching methods and means of learning.

v’ Self-evaluation of the performance of the teacher.

v' Discussions with other colleagues who taught this course.

3. Processes for Improvement of Teaching o3l (puead Cllee
v’ Diagnose weaknesses and turn them into strengths.

v' Discussions about the decision and methods of teaching
v’ Study the needs of the labor market of college graduates

4. Processes for Verifying Standards of Student Achievement (e.g. check marking by an independent

member teaching staff of a sample of student work, periodic exchange and remarking of tests or a sample

of assignments with staff at another institution)

ol plifine a5 & eliac] 8 (e ddlall Jlee | (e de il (38 e ) dallal) sl il e (e 8l Gllee
(L;);im)‘ww)ﬁ@m ;Lacid.\ﬁca i) daay 4ol dusiwé\_uc Ji&b\)\.ﬂ;ﬁ“@\m‘ﬁ
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5. Describe the planning arrangements for periodically reviewing course effectiveness and planning for
improvement swsill asadill g ol jall el Adlad (gaal 4y ) sal) Aaa) jall Jagladsl) il fi Coua
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Name of instructor & 3w aul: DR, Ahmed Abdu Alattab

Signature gl ~  Date Report Completed a3 Jus) &y 05: _ 10-8-
1438 e

Name of field experience teaching staff 4siasall 8 jdd) (2 dda sl aul:

Program coordinator gelissl) (eda:

Signature g&4l): Date received aMiwY) g U
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